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Protection of undersea infrastructure

1 How to read a background paper?

This background report was created for the pur-
pose of the Prague Student Summit NATO simulation.
The reader will be introduced to the topic of protection
of critical undersea infrastructure. This report will first
introduce the reader to the aspects and importance
of such infrastructure. Later, it will discuss the rising

prevalence of undersea sabotage as a part of hybrid

2 Introduction

Undersea infrastructure has historically been un-
derappreciated in both policy and security debates.
Yet, in the 21st century, this domain has become cen-
tral to international connectivity, economic stability
and energy flows. Submarine cables transmit more
than 97 percent of the world’s digital communication’,
from financial transactions to military coordination.
Oil and gas pipelines transport resources across seas,
ensuring stability of supply for entire regions. The ra-
pid expansion of offshore renewable energy projects
and growing dependence on real-time data transmis-
sion have sharply increased the strategic relevance of
the undersea domain.? Recent disruptions, such as de-

liberate attacks on major energy pipelines, have

warfare tactics and measures to counter it. This ba-
ckground report serves as one of the sources of infor-
mation that can be used by the delegates during nego-
tiations. Delegates are highly encouraged to do their
own additional research, especially regarding the spe-

cifics of their respective countries.

underlined that damage to undersea infrastructure can
cascade into huge economic costs, political issues
and security crises. At the same time, critical un-
derwater infrastructure (CUI) remains difficult to pro-
tect and monitor3, which makes them extremely vul-
nerable to accidental or deliberate damage. As strategic
competition increasingly extends beneath the oceans,
major powers are investing in specialized vessels
capable of operating at extreme depths, raising con-
cerns about potential sabotage or intelligence operati-
ons. Therefore, the protection of undersea in-
frastructure is not only an economic and technical
matter, but a geostrategic issue at the heart of contem-

porary security debates.

3 Characterization of undersea infrastructure

CUI is a broad term that refers to the vast and vi-
tal network of fiber optic data cables and pipelines,
connecting countries and continents worldwide.4 This
includes communication cables, oil and gas pipelines,
and nodes used for research and navigation. Economic
and social well-being of countries depends on these
submarine links.5 Building and maintaining these

networks come with their own set of challenges

and environmental specifics. For example, the North
or Baltic seas are very shallow with a depth measurable
in tenths of meters, but experience cold weather
and treacherous waves.® The Mediterranean, on the
other hand, contains large underwater trenches
up to 5 kilometers in depth’ and the most active seis-

mic activity in Europe.®
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Figure 1: Network of undersea telecommunication cables in the North Atlantic area®

3.1 Pipelines

Undersea pipelines are characterized as hollow
pipes, often constructed from thick steel and encased
in concrete and steel for enhanced physical protection
against the harsh underwater environment.*®
These systems provide vital transport for oil and natu-
ral gas, connecting offshore extraction sites
in the North Sea and elsewhere to onshore refineries
and national grids. Pipelines typically have a low level

of redundancy,” which means that damage to a single

3.2 Communication cables

Undersea communication cables
are fiber-optic lines that act as the
connective tissue of the global digital
economy, transmitting 97-99 percent

of all international communicati-

line can result in the complete shutdown of the entire
system. The strategic vulnerability of such in-
frastructure was underscored by the 2022 Nord
Stream 1 and 2 explosions, which halted the flow
of gas from Russia to Germany in an act of sabotage.**
Beyond their current role in fossil fuel transport, exis-
ting pipelines may be repurposed in the coming deca-
des for emerging initiatives like hydrogen transport

and carbon capture, utilisation and storage (CCUS).»

Hybrid warfare is a warfare that combines military and

non-military means. This can include disinformation, cy-
berattacks, economic pressure, deployment of irregular
armed groups and the use of regular forces. Hybrid met-

ons.* These assets are typically qu-  hods are used to blur the lines between war and peace,

ite thin (often no wider than a garden =~ and attempt to sow doubt in the minds of target populati-

hose) and are constructed with a core  ons.®

of optical fibers encased in protective

layers of silicon gel, steel, copper, and nylon.*® Cables
have increasingly become targets for hybrid warfare
and espionage, particularly by state actors looking to

disrupt military or government communications.*

Communication cables benefit from higher redun-
dancy than pipelines.® That means that the cable
network is designed to reroute data traffic through al-

ternative pathways if a single line is severed.
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3.3 Power cables and interconnectors

Undersea power cables and interconnectors
are specialized copper lines designed to transport
high-voltage electricity across the sea floor. Physically,
they are much thicker than communication cables, re-
aching up to 210 mm in diameter™. They serve mainly
two purposes: they connect offshore energy sources,
such as wind farms, to the electricity grid, and act
as alink between countries to balance power supply

and demand.?®

Protection of undersea infrastructure

These cables currently lack a standardized main-
tenance ecosystem, meaning individual owners must
rely on their own plans and stockpiles of spare parts
for repairs.® This means that in practice, repairing
a power cable can take 40 to 60 days, with economic
disruption costs estimated at approximately €12
million per day. The scale of damages to other types of

infrastructure can be viewed in the table below.?

Infrastructure type Cost of disruption per day | Average repair time | Total cost of disruption
Telecommunications cables €24 million/day 7-24 days €168-576 million

Electricity interconnectors €12 million/day 40-60 days €480-720 million
Gas pipelines €75 million/day 5-9 months €11.3-20.3 billion

Oil pipelines €36 million/day 5-9 months €5.4-9.7 billion

Table 1: Estimated total cost of disruption to types of critical infrastructure®

4 Threats to undersea infrastructure

4-1 Natural and accidental threats

Natural hazards are responsible for a significant
portion of undersea infrastructure damage and are es-
timated to cause 25% of all recorded cable faults.>
Sea earthquakes and the resulting tsunamis are among
the most destructive threats. For example, the 2011
Tohoku earthquake in Japan ruptured four out
of twenty submarine cables serving the country.>> Si-
milar large-scale disruptions occurred off the coast
of Taiwan in 2006 and 2009.2° In 2022, an eruption
of the Hunga Volcano in the Pacific left the entire na-
tion of Tonga isolated, because it destroyed their only
communication cable.?” Seafloor landslides and unex-

pected currents are not uncommon as well.

4-2 Sabotages

Undersea sabotage is an increasingly prevalent
form of hybrid warfare, especially as a way to cause
significant damage while avoiding open conflict with
the target country. This type of attack can cripple an

adversary's economic and military capabilities, sever

These widespread events can cause simultaneous
failures across multiple cables, potentially isolating en-
tire regions from global networks. In rare cases, sharks

have been known to bite into undersea cables.?

Vastly more cable faults are caused by humans,
unintentionally. Man-made accidents are responsible
for approximately 70% to 75% of all recorded cable
faults.? Commercial fishing operations with trawling
nets are the single largest cause of disruption (40%).3°
Other sources of damage include improper anchoring,

offshore construction work or sinking shipwrecks.

sensitive government communications, and exert psy-
chological pressure on a population.3* It is also a low-
cost way to test defense responses or gain asymmetri-
cal advantages during conflicts.3* Sabotage can take the

form of physical damage, but in the case of data cables
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also taking control over the data stream, corrupting it

or wiretapping it.3

The seabed is becoming more and more acces-
sible with advancing technology, which is a double-

edged sword. Autonomous underwater vehicles, im-

Autonomous underwater vehicles
(AUVs) are programmable, robotic vehi-
cles that can swim under the ocean wit-
hout real-time control by human opera-
tors. Some AUVs communicate with
operators through satellite signals or
underwater acoustic beacons to allow
some level of control.’

proved seabed mapping and subsea construction make
both protection and interference more feasible.3¢ They
ultimately lower the threshold to operate on the sea
floor to the point that even small non-state actors can

constitute a threat.

Since 75 % cable damages are accidental, Hostile
actors can utilize ,gray-zone“ tactics to maintain
plausible deniability. This allows saboteurs to use civi-
lian vessels, such as fishing fleets or research ships,
as proxies to deliberately damage infrastructure while
making the incident look like a routine maritime acci-

dent.?s

4-2.1. Nord Stream

On September 26 and 27, 2022, a series of under-
sea explosions targeted the Nord Stream 1 and Nord
Stream 2 gas pipelines in the Baltic Sea near the Danish
island of Bornholm. These pipelines, which were built
to transport natural gas from Russia to Germany,
suffered significant physical damage that resulted
in massive gas leaks. Along with escalated tensions,
the incident caused chaos on European energy mar-
kets. Estimates suggest that the cost to stabilize the pi-

pelines, repair the damage, and replace the lost gas

Protection of undersea infrastructure

The one country NATO is concerned with most
in this regard is the Russian Federation.3® The Kremlin
maintains the Main Directorate for Deep-Sea Research
(GUGI), an ultra-secretive unit equipped with spy
ships, submarines and underwater drones capable
of operating at depths up to 60oo meters3” Ships
belonging to this unit have been seen actively mapping
cable infrastructure in the Baltic Sea, Norway,
and around the British Isles3® In 2025, a GUGI ship
called Yantar has prompted a deployment of British

»Since 75 % cable da-
mages are accidental,
Hostile actors can utilize
,gray zone* tactics to
maintain plausible deni-
ability.*

maritime patrol aircraft and warships after it has been
suspiciously hovering over three major data cables
in the Irish Sea. 3 While there have been too many at-
tacks on CUI to count, let us now take a look at a few

high-profile cases.

inventory ranged between €1.2 billion and €1.35

billion.4°

While the saboteurs themselves have been su-
spected to be a group of Ukrainian divers, it isn't clear
if it acted independently or if any state directed or fi-
nanced the operation.#* No government or group has
claimed responsibility, and Ukraine, Russia, the US

and EU states all formally deny ordering the attack.4
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4-2.2. Balticconnector
On October 8, 2023, the Balticconnector, a subsea
gas pipeline connecting Finland and Estonia, was se-
verely damaged alongside two associated telecommu-
nications cables. The incident resulted in the immedi-
ate halting of gas flow between the two nations for six

months.43

Investigations conducted by Finnish and Esto-

nian authorities identified the Hong Kong-flagged,

4-2.3. Estlink 2
On December 25, 2024, the Estlink 2 power in-
terconnector and four associated submarine tele-
communications cables were severely damaged, lea-
ding to an immediate outage.#’ Investigations identi-
fied the tanker “Eagle S” as the perpetrator. Although
it sailed under the flag of Cook Islands, it is believed

Protection of undersea infrastructure

Chinese-registered container ship Newnew Polar Bear
as the primary suspect4 Finland concluded
that the destruction was likely caused by the ship deli-
berately dragging its anchor along the seafloor.s
The chinese government eventually admitted the ves-
sel was responsible for the damage, however they ma-

intained it was an accident.4®

tobe a member of the Russian "shadow fleet”.+3
Thatisa large group of mostly older oil tankers
that move Russian crude and fuel around the world
while trying to evade Western sanctions

and oversight.+9

5 NATO’s role in protecting undersea infrastructure

The topic has received more attention from
the Alliance in recent years than ever before. “The
increasing dependency of our societies on undersea in-
frastructure means we need to do more to enhance
their security,” said former General Secretary Jens
Stoltenberg in 2024.5° Allies have recently even esta-
blished a dedicated Maritime Centre for the Security
of Critical Undersea Infrastructure within NATO's
Maritime Command (MARCOM) in Northwood, UK.5*
Although NATO has stated that a large enough sabo-
tage could warrant an activation of article 5,5* the best
course of action is to avoid such an attack in the first

place.

Defending critical undersea infrastructure pre-
sents a formidable challenge to the North Atlantic Tre-
aty Organization. The first problem is the sheer mag-
nitude of the network, which makes total protection
impossible. There are more than 400 submarine cables
stretching over 1.3 million kilometers globally.5
These assets are inherently vulnerable because they
are often unarmored and laid in immobile, fixed paths
that are frequently marked on public navigational
charts to help mariners avoid them.* Because they
span thousands of miles through remote, deep-water

locations, continuous monitoring of the entire

network is very expensive and practically infeasible

for any single organization.

International law is often outdated and unfit
for the current context, however it still has to be taken
into account. The United Nations Convention
on the Law of the Sea (UNCLOS) severely limits the
ability of nations to prevent or respond to threats out-

side territorial waters. UNCLOS, for example, does not

LTerritorial waters® are the sea that is
at most 12 nautical miles (about 22 km)
away from the shoreline. This is the sea
territory over which the nation’s full
sovereignty extends to, where stan-
dard laws can be applied, etc.®®

grant states the clear right to board suspect vessels
in international waters solely for suspected cable in-
terference, nor does it effectively hold perpetrators ac-
countable for intentional damage.® Another docu-
ment, called the 1884 Convention for the Protection of
Submarine Telegraph Cables, on the other hand, pro-
vides military vessels with the power to stop non-mi-
litary ships suspected of intentionally damaging cables

and demand evidence of the vessel's nationality.5
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The most productive aspect of deterrence in this
context is situational awareness, sometimes called “de-
terrence by detection” If hostile forces are going
to try to harass, undermine or attack CUI, the main
thing NATO seeks to achieve is that they cannot get
away with it.® It's crucial to find a signal trail so that
enemies are not able to deny their actions and will ul-
timately be held liable. For this reason, NATO employs
a complex surveillance strategy, and it is exactly surve-
illance that has the biggest potential for further deve-

lopment.

»It’s crucial to find a sig-
nal trail so that enemies
are not able to deny

their actions and will ul-
timately be held liable.*

As the most conventional surveillance tool, NATO uti-
lizes assets such as frigates and maritime patrol aircraft
to maintain a visible presence in strategic waters like
the Baltic and North Seas.® This method alone
is however costly and ineffective at scale and serves

best as a second mover, acting only when a suspicious

6 Conclusion

Undersea infrastructure is now a basic part
of everyday life. As it's becoming a basic part of war
as well, NATO needs to take a stand in this new mili-
tary territory. Because this infrastructure cannot
be fully guarded at all times, NATO cannot rely only
on physical protection. Instead, the key goal is to know
what is happening under the sea and to clearly identify
who is responsible when damage occurs. If hostile
actors believe they can be detected and held accounta-
ble, they are less likely to act. For this reason, survei-

llance, information sharing, and cooperation between

Protection of undersea infrastructure

activity has already been noticed at a location.
On the other hand, AUVs can monitor seabed conditi-
ons in real time, and are harder for enemies to locate.®®
They can also operate autonomously, are cheaper
and more flexible than manned diving operations.
They have already been deployed in the Baltic Sea.®*
Another opportunity of innovation are Science Moni-
toring And Reliable Telecommunications, or SMART
cables. These are a new generation of undersea in-
frastructure that integrates environmental sensors di-
rectly into the global fiber-optic network.®2 This means
that the network itself can then be a source of tempe-
rature, pressure and movement data which can be used
for research, or more importantly, for anti-submarine
warfare.®s Coupled with satellite imagery and other
data sources, these cables and AUVs could give NATO
sufficient information to better monitor what happens

on the North Atlantic seafloor.®

Another self-evident aspect of deterrence
is the so-called “deterrence by denial”, which reduces
the chances for an attack by improving the defence
of the target and strengthening its resilience to da-
mage.% This can mean more patrol boats present,
oritcan also mean putting another protective coat
on the infrastructure itself. If the target is well shiel-

ded, the enemy won't even bother to attack it.

Allies are more important than trying to defend every

cable or pipeline directly.

New technologies give NATO better tools to ob-
serve activity on the seabed. New technologies
also give adversaries new ways to attack. It is thus im-
perative that NATO maintains a competitive advan-

tage above them.

In the future, NATO's ability to protect undersea
infrastructure will depend on how well it can combine

awareness, cooperation, and deterrence.
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7 Questions for negotiations

e Isyour country dependent on undersea infrastructure in any way (oil, gas, internet etc.)?

e Does your country directly operate any undersea networks?

e How far should NATO go in monitoring civilian vessels near critical undersea infrastructure?
e  What response should follow confirmed sabotage below the threshold of armed attack?

e  What role should private companies play in protection and information sharing?

e Isyour country willing to invest in shared surveillance capabilities?

8 Additional resources

The Submarine cable map

Interactive map of energy pipelines

Brilliant RAND Corporation analysis
Short documentary by NATO
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https://www.submarinecablemap.com/
https://globalenergymonitor.org/projects/europe-gas-tracker/tracker-map/
https://www.rand.org/content/dam/rand/pubs/perspectives/PEA3800/PEA3800-1/RAND_PEA3800-1.pdf
https://www.youtube.com/watch?v=OOgOati65gc
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